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Part |I. Scope, Evaluation, Selection, and Award

1.1 Scope

This ITB solicits bids to purchase a Mobile Disaster Recovery Solution as described in
Attachment | — Bid Specifications

The initial contract period shall be July 1, 2016 through June 30, 2017. At the option of the State
of Louisiana and acceptance by the Contractor, the resulting contract may be extended for four
(4) additional twelve (12) month periods at the same price (unless there is some provision in the
ITB for price escalation), terms and conditions. Total contract time may not exceed sixty (60)
months.

1.2 Evaluation and Selection

All responses received as a result of this ITB shall be subject to evaluation by a duly authorized
committee for the purpose of selecting the bidder with whom a contract may be negotiated.

1.3 Basis of Evaluation and Selection
The basis of evaluation and selection shall be as follows:
1.3.1 The bid shall be evaluated to insure that all mandatory administrative requirements have

been met. Failure to meet all of these requirements shall result in rejection of the entire
bid without further consideration.

1.3.2 The bid shall be evaluated to insure that all mandatory technical requirements have been
met. Failure to meet all of these requirements shall result in rejection of the entire bid
without further consideration.

1.3.3 The next consideration shall be the evaluation of the cost as described in Attachment II.

1.3.4 The State reserves the right to require additional information from bidders, and to conduct
necessary investigations to determine responsibility of bidders or to determine accuracy
of bid information.

1.3.5 Bidders meeting mandatory requirements may be required to make oral presentations
and/or equipment demonstrations. Failure to comply shall result in rejection of the bid.



1.4 Preaward Negotiations

Upon determination of which bidder is the apparent lowest responsive, responsible bidder, the
State reserves the right to negotiate final contract terms with that bidder. If for any reason the
apparent lowest responsive, responsible bidder does not agree to a contract, its bid shall be
rejected and the State may then negotiate with the next lowest responsive, responsible bidder.
An award shall be made only after the Office of State Procurement, Division of Administration,
has approved the final contract form, and the proper purchasing authority has issued a purchase
order.

CAUTION: ANY BIDDER WHO SHIPS OR OTHERWISE EXPENDS TIME OR MONEY PRIOR
TO AWARD AS DEFINED ABOVE, DOES SO AT THE BIDDER'S OWN RISK.

1.5 Award

1.5.1 Award will be made on an all-or-none basis to the lowest responsive, responsible bidder.
The State reserves the right to reject any or all bids and waive informalities.

1.5.2 The State is not liable for any cost incurred by the bidders prior to execution of a contract,
and the issuance of a purchase order.



Part Il. Mandatory Administrative Section

BIDS NOT CONFORMING TO THE FOLLOWING REQUIREMENTS SHALL BE REJECTED
WITHOUT FURTHER CONSIDERATION OR EVALUATION.

2.1 Sealed Bid

Each bidder shall submit one signed, original copy of its bid. Either the entire bid or the
cost section shall be sealed.

2.2 Bid Guarantee
Not Applicable to this ITB

2.3 Performance Bond

Not Applicable to this ITB

2.4 Notice To Bidders

Each bidder is solely responsible for the accuracy and completeness of its bid.

2.5 Calendar of Events
Deadline to receive written inquiries: June 17, 2016
Deadline to answer written inquiries: June 24, 2016
Bid Opening Date and Time: July 7, 2016, 10:00 A.M. (CT)

NOTE: The State of Louisiana reserves the right to revise this calendar. Any such
revision will be formalized by the issuance of an addendum to this ITB.

2.6 Bidder Inquiries

The State shall not and cannot permit an open-ended inquiry period, as this creates an
unwarranted delay in the procurement cycle and operations of our agency customers. The State
reasonably expects and requires responsible and interested bidders to conduct their in-depth
bid review and submit inquires in a timely manner.

An inquiry period is hereby firmly set for all interested bidders to perform a detailed review of the
bid documents and to submit any written inquiries relative thereto. Without exception, all
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inquiries MUST be submitted in writing by an authorized representative of the proposer, clearly
cross-referenced to the relevant bid section. All inquiries must be received by the Inquiry
Deadline date set forth in Section 2.5 Calendar of Events of this bid. Only those inquiries
received by the established deadline shall be considered by the State. Inquiries received after
the established deadline shall not be entertained.

Inquiries concerning this bid may be delivered by mail, express courier, e-mail, hand, or fax to:

Office of State Procurement

Attention: Tina Hebert 1201 North Third St.

P. O. Box 94095 Claiborne Bldg., Suite 2-160
Baton Rouge, LA 70804-9095 Baton Rouge, LA 70802

E-Mail: tina.hebert@la.gov Phone: (225) 342-8042/ Fax: (225) 342-9756

Only the person identified above or their designee has the authority to officially respond to
Bidder’s questions on behalf of the State. Any communications from any other individuals are
not binding to the State.

An addendum will be issued and posted at the Office of State Procurement LaPAC* website, to
address all inquiries received and any other changes or clarifications to the bid. Thereafter, all
bid documents, including but not limited to the specifications, terms, conditions, plans, etc., will
stand as written and/or amended by any addendum. No negotiations, decisions, or actions shall
be executed by any bidder as a result of any oral discussions with any state employee or state
consultant. It is the Proposer’s responsibility to check the LaPAC website frequently for any
possible addenda that may be issued. The Office of State Procurement is not responsible for a
bidder’s failure to download any addenda documents required to complete the bid.

*Note: LaPAC is the state’s online electronic bid posting and notification system resident on
State Procurement’s website [http://www.doa.la.gov/Pages/osp/purchasing.aspx]. In that
LaPAC provides an immediate e-mail notification to subscribing bidders that a solicitation and
any subsequent addenda have been let and posted, notice and receipt thereof is considered
formally given as of their respective dates of posting.

To receive the email notification, vendors must register in the LaGov portal and pay the vendor
registration fee. Registration is intuitive at the following link:

https://lagoverpvendor.doa.louisiana.qoV/irj/portal/anonymous?guest user=self req

Help scripts are available on the Office of State Procurement website under vendor center at:

http://www.doa.louisiana.gov/osp/vendorcenter/regnhelp/index.htm




2.7 Changes, Addenda, Withdrawals

If the bidder needs to submit changes or addenda, such shall be submitted in writing, signed by
an authorized representative of the bidder, cross-referenced clearly to the relevant bid section,
and should be submitted in a sealed envelope, prior to the bid opening. Such shall meet all

requirements for the bid. If the bidder chooses to withdraw his bid response, the withdrawal
notice shall be in writing and received prior to bid opening.

2.8 Alternate Bids

Alternate bids shall be submitted separately, as individual bids.

2.9 Bid Response Format

The bid shall be in two parts. Part | shall contain cost data using Attachment Il of this ITB. Part
Il of the Bid Response shall contain documentation evidencing the bidder's compliance with the
ITB requirements.

NOTE: All costs shall be firm for the term.

Part Il of the Bid Response may be formatted at the discretion of the bidder; however, the bidder
shall document his ability to meet the requirements as set forth herein. Said documentation
should be in detail. Any such documentation should be cross-referenced to the specific section
numbers of this Invitation to Bid (ITB).

2.10 Signature

ATTENTION: La. R.S. 39:1594(C)(4) requires evidence of authority to sign and submit
proposals to the State of Louisiana. Please indicate within the bid response which of the
following applies to the signer of this bid.

1. The signer of the bid is either a corporate officer who is listed on the most current annual
report on file with the Secretary of State or a member of a partnership or partnership in
commendam as reflected in the most current partnership records on file with the
Secretary of State. A copy of the annual report or partnership record must be
submitted to the Office of State Procurement before contract award.

2. The signer of the bid is a representative of the bidder authorized to submit this bid as
evidenced by documents such as, corporate resolution, certification as to corporate
principal, etc. If this applies a copy of the resolution, certification or other
supportive documents must be attached hereto.



3. The bidder has filed with the Secretary of State an affidavit or resolution or other
acknowledged/authentic document indicating that the signer is authorized to submit bids
for public contracts. A copy of the applicable document must be submitted to the
Office of State Procurement before contract award.

4, The signer of the bid has been designated by the bidder as authorized to submit bids on
the bidder’s vendor registration on file with the Office of State Procurement.

2.11 Delivery of Bids/Bid Opening

Bidders are hereby advised that the U.S. Postal Service does not make deliveries to our physical
location.

Bids may be mailed through the U.S. Postal Service to our box at:

Office of State Procurement
P.O. Box 94095
Baton Rouge, LA 70804-9095

If delivering by U.S. Postal Service to the P.O. Box listed above, please allow sufficient time for
the mail to then be transmitted to the Office of State Procurement. The Office of State
Procurement must receive the bid by the date and time specified in Section 2.5 Calendar of
Events.

Bids may be delivered by hand or courier service to our physical location at:

Office of State Procurement
1201 N. Third Street

Suite 2-160

Baton Rouge, LA 70802

Bidder is solely responsible for ensuring that its courier service provider makes inside deliveries
to our physical location. The Office of State Procurement is not responsible for any delays
caused by the bidder’'s chosen means of bid delivery.

Bidders should be aware of security requirements for the Claiborne building and allow time to
be photographed and presented with a temporary identification badge.

Bidder is solely responsible for the timely delivery of its bid. Failure to meet the bid opening date
& time shall result in rejection of the bid.

Bids shall be opened publicly and the prices read aloud at the Office of State Procurement on
July 7, 2016 at 10:00 a.m. CT.



ALL BIDS BECOME A MATTER OF PUBLIC RECORDS AT THAT TIME. BY SUBMITTING A
BID, BIDDER SPECIFICALLY ASSUMES ANY AND ALL RISKS AND LIABILITY ASSOCIATED
WITH INFORMATION MARKED CONFIDENTIAL IN THE BID AND THE RELEASE OF THE
INFORMATION.

2.12 Prime Contractor Responsibilities

The selected bidder shall be required to assume responsibility for all items offered in his bid
whether or not he produces them. Further, the State shall consider the selected bidder to be the

sole point of contact with regard to contractual matters, including payment of any and all charges
resulting from the contract.

2.13 Acceptance of Bid Content

The mandatory ITB requirements shall become contractual obligations if a contract ensues.
Failure of the successful bidder to accept these obligations shall result in the rejection of the bid.
Non-mandatory ITB requirements may be negotiated with the successful bidder.

2.14 Certification of No Federal Suspension or Debarment

Certification of no suspension or debarment: By signing and submitting any bid for $25,000 or
more, the bidder certifies that their company, any subcontractors, or principals are not
suspended or debarred by the General Services Administration (GSA) in accordance with the
requirements in “Audit Requirements in Subpart F of the Office of Management and Budget's
Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal
Awards” (formerly OMB Circular A-133).

A list of parties who have been suspended or debarred can be viewed via the internet at
http://www.sam.gov.

2.15 Bidder’s Insurance Requirements

Bidder shall furnish the State with Certificates of Insurance effecting coverage(s) required by this
ITB per Attachment IV: Insurance Requirements for Contractors. The certificates of each
insurance policy are to be signed by a person authorized by that insurer to bind coverage on its
behalf. The certificates are to be received and approved by the State before work commences.
The State reserves the right to require complete certified copies of all required policies at any
time.



Part lll. Non-Mandatory Administrative Requirements

BIDS NOT CONFORMING TO THE FOLLOWING REQUIREMENTS MAY BE CAUSE FOR
REJECTION OF A BID WITHOUT FURTHER CONSIDERATION OR EVALUATION IF IT IS
DETERMINED THAT THE VARIATION IS NOT IN THE BEST INTEREST OF THE STATE.

3.1 Presentation

Clarity of presentation is desired. Bids should be prepared simply and economically, providing a
straightforward, concise description of the bidder's ability to meet the requirements of this ITB.
Elaborate bindings, colored displays and promotional material are not desired. Emphasis should
be on completeness and clarity of content. It is not necessary for the bidder to return the entire
ITB package.

3.2 Inclusion of Bidder Forms, Contracts, Extraneous Terms, etc.

If the bidder has previously negotiated, and the State has accepted a contract which would be
suitable for this acquisition, it should be included for information purposes.

Extraneous term(s) submitted on standard, pre-printed forms (including but not limited to:
product literature, order forms, license agreements, contracts or other documents), whether or
not deemed “material’, which are attached or referenced with submissions, will not be
considered part of the bid or resulting Contract, but rather will be deemed to have been included
for informational or promotional purposes only. Acceptance and/or processing of the Bid shall
not constitute such written acceptance of Extraneous Term(s) or a waiver of the State's rights
set forth above.

Preprinted contract forms will not be considered in the evaluation, award, or in contract
negotiations in accordance with La. R.S. 39:200 F.

3.3 Number of Copies of Bid

Two (2) additional copies of the bid are desired.

3.4 Bid Validity

All bids shall be considered valid for acceptance until final contract award, unless the bidder
provides for a different time period within its bid response. However, the State reserves the right
to reject a bid if the bidder's response is unacceptable and the bidder is unwilling to extend the
validity of its bid.



Part IV. Mandatory Technical Specifications

Bidders are cautioned that all stated requirements are mandatory. This specification establishes
the requirements for the services and equipment described in Attachment I: Bid Specifications

to this ITB.

4.1 Equipment Requirements

The mandatory services and equipment requirements are described in Attachment I: Bid
Specifications.
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Part V. Product Support

Not Applicable to this ITB.
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Part VI. Standard of Performance

Not Applicable to this ITB.
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Part VII. SPECIAL CONDITIONS AND CONTRACT CLAUSES

The following terms and conditions shall be required in all contracts, however, the exact wording
of these clauses, with the exception of those clauses denoted with an asterisk (*), may be
negotiated with the successful bidder. If applicable, the bidder may submit or refer to a Master
Agreement entered into by the State in accordance with R.S. 39:198(J).

*7.1 Fiscal Funding

In accordance with La. R.S. 39:1615 C. and E., any contract entered into by the State as a result
of this ITB shall include the following Fiscal Funding Clause:

The continuation of the contract is contingent upon the continuation of an
appropriation of funds by the legislature to fulfill the requirements of the contract.
If the legislature fails to appropriate sufficient monies to provide for the
continuation of the contract, or if such appropriation is reduced by the veto of the
Governor or by any means provided in the appropriations act or Title 39 of the
Louisiana Revised Statutes of 1950 to prevent the total appropriation for the year
from exceeding revenues for that year, or for any other lawful purpose, and the
effect of such reduction is to provide insufficient monies for the continuation of the
contract, the contract shall terminate on the date of the beginning of the first fiscal
year for which funds are not appropriated.

All bidders should be aware that our legislative process is such that it is often
impossible to give prior notice of the non-appropriation of funds.

*7.2 Indemnification and Limitation of Liability

Neither party shall be liable for any delay or failure in performance beyond its control
resulting from acts of God or force majeure. The parties shall use reasonable efforts to
eliminate or minimize the effect of such events upon performance of their respective duties
under this Agreement.

Contractor shall be fully liable for the actions of its agents, employees, partners or
subcontractors and shall fully indemnify and hold harmless the State from suits, actions,
damages and costs of every name and description relating to personal injury and damage
to real or personal tangible property caused by Contractor, its agents, employees, partners
or subcontractors in the performance of this contract, without limitation; provided, however,
that the Contractor shall not indemnify for that portion of any claim, loss or damage arising
hereunder due to the negligent act or failure to act of the State.

Contractor will indemnify, defend and hold the State harmless, without limitation, from
and against any and all damages, expenses (including reasonable attorneys' fees), claims
judgments, liabilities and costs which may be finally assessed against the State in any
action for infringement of a United States Letter Patent with respect to the Products,
Materials or Services furnished, or of any copyright, trademark, trade secret or intellectual
property right, provided that the State shall give the Contractor: (i) prompt written notice of

13



any action, claim or threat of infringement suit, or other suit, (ii) the opportunity to take over,
settle or defend such action, claim or suit at Contractor's sole expense, and (iii) assistance
in the defense of any such action at the expense of Contractor. Where a dispute or claim
arises relative to a real or anticipated infringement, the State may require Contractor, at its
sole expense, to submit such information and documentation, including formal patent
attorney opinions, as the Commissioner of Administration shall require.

The Contractor shall not be obligated to indemnify that portion of a claim or dispute based
upon: (i) State’s unauthorized modification or alteration of a Product, Material or Service;
(ii) State’s use of the Service in combination with other products, materials, or services not
furnished by Contractor; (iii) State’s use in other than the specified operating conditions and
environment.

In addition to the foregoing, if the use of any item(s) or part(s) thereof shall be enjoined for
any reason or if Contractor believes that it may be enjoined, Contractor shall have the right,
at its own expense and sole discretion as the state’s exclusive remedy to take action in the
following order of precedence: (i) to procure for the State the right to continue using such
item(s) or part (s) thereof, as applicable; (ii) to modify the component so that it becomes
non- infringing equipment of at least equal quality and performance; or (iii) to replace said
item(s) or part(s) thereof, as applicable, with non-infringing components of at least equal
quality and performance, or (iv) if none of the foregoing is commercially reasonable, then
provide monetary compensation to the State up to the dollar amount of the Contract.

For all other claims against the Contractor where liability is not otherwise set forth in the
Agreement as being “without limitation”, and regardless of the basis on which the claim is
made, Contractor’s liability for direct damages, shall be the greater of $100,000, the
dollar amount of the Contract, or two (2) times the charges for services rendered by
the Contractor under the Contract. Unless otherwise specifically enumerated herein
mutually agreed between the parties, neither party shall be liable to the other for special,
indirect or consequential damages, including lost data or records (unless the Contractor is
required to back-up the data or records as part of the work plan), even if the party has been
advised of the possibility of such damages. Neither party shall be liable for lost profits, lost
revenue or lost institutional operating savings.

The State may, in addition to other remedies available to them at law or equity and upon
notice to the Contractor, retain such monies from amounts due Contractor, or may proceed

against the performance and payment bond, if any, as may be necessary to satisfy any
claim for damages, penalties, costs and the like asserted by or against them.

7.3 General Contract Terms
The following general terms shall be among those included in any ensuing contract:
*7.3.1 Applicable Law

All contracts entered into as a result of this bid, shall be governed by and interpreted in
accordance with the laws of the State of Louisiana. Venue of any action brought with
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regard to the contract shall be in the Nineteenth Judicial District Court, parish of East
Baton Rouge, State of Louisiana.

*7.3.2 Contract Controversies
Any claim or controversy arising out of the contract shall be resolved by the provisions
of Louisiana Revised Statute 39:1673.

*7.3.3 Security
Contractor’s personnel will comply with all security regulations in effect at the State’s
premises, and externally for materials and property belonging to the State or to the
project. Where special security precautions are warranted (e.g., correctional facilities),
the State shall provide such procedures to the Contractor, accordingly. Contractor is
responsible for promptly reporting to the State any known breach of security.

*7.3.4 Confidentiality
The following provision will apply unless the State Agency specifically indicates that all
information exchanged will be non-confidential:

All financial, statistical, personal, technical and other data and information relating to the
State’s operations which are designated confidential by the State and made available to
the Contractor in order to carry out the contract, or which becomes available to the
Contractor in carrying out the contract, shall be protected by the Contractor from
unauthorized use and disclosure through the observance of the same or more effective
procedural requirements as are applicable to the State. The identification of all such
confidential data and information as well as the State's procedural requirements for
protection of such data and information from unauthorized use and disclosure shall be
provided by the State in writing to the Contractor. If the methods and procedures
employed by the Contractor for the protection of the Contractor's data and information
are deemed by the State to be adequate for the protection of the State’s confidential
information, such methods and procedures may be used, with the written consent of the
State, to carry out the intent of this paragraph. The Contractor shall not be required
under the provisions of the paragraph to keep confidential any data or information which
is or becomes publicly available, is already rightfully in the Contractor’'s possession, is
independently developed by the Contractor outside the scope of the contract, or is
rightfully obtained from third parties.

*7.3.5 Termination of the Contract for Convenience
The State may terminate the Contract at any time by giving thirty (30) days written notice
to contractor of such termination or negotiating with the Contractor an effective date. The
Contractor shall be entitled to payment for deliverables in progress, to the extent work
has been performed satisfactorily.

*7.3.6 Termination of the Contract for Cause
The State may terminate the Contract for cause based upon the failure of Contractor to
comply with the terms and/or conditions of the Contract, or failure to fulfill its performance
obligations pursuant to this ITB, provided that the State shall give the Contractor written
notice specifying the Contractor’s failure. If within thirty (30) days after receipt of such
notice, the Contractor shall not have corrected such failure or, in the case of failure which
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7.3.7

7.3.8

7.3.9

cannot be corrected in thirty (30) days, begun in good faith to correct such failure and
thereafter proceeded diligently to complete such correction, then the State may, at its
option, place the Contractor in default and the Contract shall terminate on the date
specified in such notice.

The Contractor may exercise any rights available to it under Louisiana law to terminate
for cause upon the failure of the State to comply with the terms and conditions of the
Contract, provided that the Contractor shall give the State written notice specifying the
State’s failure and a reasonable opportunity for the State to cure the defect.

Assignment

No contractor shall assign any interest in the contract by assignment, transfer, or
novation, without prior written consent of the State of Louisiana, Commissioner of
Administration. This provision shall not be construed to prohibit the contractor from
assigning his bank, trust company, or other financial institution any money due or to
become due from approved contracts without such prior written consent. Notice of any
such assignment or transfer shall be furnished promptly to the State.

No other documents other than the ITB, bidder's bid and final contract shall be binding
unless such document has been reviewed by the Procurement Support Team and
approved by the Chief Procurement Officer.

No company letterhead or logo shall be allowed on a contract document.

7.3.10 Late Payments

Interest due by a State agency for late payments shall be in accordance with La. R.S.
39:1695 at the rates established in La. R.S. 13:4202.

7.3.11 Right to Audit

The Louisiana State Legislative Auditor, federal auditors and internal auditors of the
Division of Administration (“DOA”) or others so designated by the DOA shall have the
option to audit all accounts directly pertaining to the contract for a period of five (5) years
from the date of final payment, or as required by applicable State and Federal Law.
Records shall be made available during normal working hours for this purpose.

7.3.12 Code of Ethics

The contractor acknowledges that Chapter 15 of Title 42 of the Louisiana Revised Statutes
(R.S. 42:1101 et. seq., Code of Governmental Ethics) applies to the Contracting Party in
the performance of services called for in the Contract. The Contractor agrees to
immediately notify the state if potential violations of the Code of Governmental Ethics arise
at any time during the term of the Contract.

7.3.13 Waiver

Waiver of any breach of any term or condition of the Contract shall not be deemed a waiver
of any prior or subsequent breach. No term or condition of the Contract shall be held to
be waived, modified or deleted except by the written consent of both parties.
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7.3.14 Taxes
Any taxes, other than State and local sales and use taxes from which the State is exempt,
shall be assumed to be included within the total cost.

7.3.15 Warranties
Contractor warrants that all services shall be performed in a workmanlike manner, and
according to its current description contained in the Contract.

Extent of Warranty:

THESE WARRANTIES REPLACE ALL OTHER WARRANTIES, EXPRESS OR
IMPLIED, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE.

7.3.16 Contract Modifications
No amendment or variation of the terms of the Contract shall be valid unless made in
writing, signed by the parties and approved as required by law. No oral understanding
or agreement not incorporated in the Contract is binding on any of the parties.

7.3.17 Severability
If any term or condition of the Contract, or the application thereof, is held invalid, such
invalidity shall not affect other terms, conditions or applications which can be given effect
without the invalid term, condition or application; to this end the terms and conditions of
the Contract are severable.

7.3.18 Compliance with Civil Rights Laws

The Contractor agrees to abide by the requirements of the following as applicable: Title
VI and Title VII of the Civil Rights Act of 1964, as amended by the Equal Opportunity Act
of 1972, Federal Executive Order 11246, the Federal Rehabilitation Act of 1973, as
amended, the Vietnam Era Veteran's Readjustment Assistance Act of 1974, Title I1X of
the Education Amendments of 1972, the Age Act of 1975, and Contractor agrees to abide
by the requirements of the Americans with Disabilities Act of 1990. Contractor agrees
not to discriminate in its employment practices, and will render services under the
Contract without regard to race, color, religion, sex, sexual orientation, gender identity,
national origin, veteran status, political affiliation, disability or age in any matter relating
to employment. Any act of discrimination committed by Contractor, or failure to comply
with these statutory obligations when applicable shall be grounds for termination of the
Contract.

7.3.19 Anti-Kickback Clause
The Contractor hereby agrees to adhere to the mandate dictated by the Copeland “Anti-
Kickback” Act which provides that each Contractor or subgrantee shall be prohibited from
inducing, by any means, any person employed in the completion of work, to give up any
part of the compensation to which he is otherwise entitled.
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7.3.20 Clean Air Act
The Contractor hereby agrees to adhere to the provisions which require compliance with
all applicable standards, orders or requirements issued under Section 306 of the Clean
Air Act which prohibits the use under non-exempt Federal contracts, grants or loans of
facilities included on the EPA list of Violating Facilities.

7.3.21 Energy Policy and Conservation Act
The Contractor hereby recognizes the mandatory standards and policies relating to
energy efficiency which are contained in the State energy conservation plan issued in
compliance with the Energy Policy and Conservation Act (P.L. 94-163).

7.3.22 Clean Water Act
The Contractor hereby agrees to adhere to the provisions which require compliance with
all applicable standards, orders, or requirements issued under Section 508 of the Clean
Water Act which prohibits the use under non-exempt Federal contracts, grants or loans
of facilities included on the EPA List of Violating Facilities.

7.3.23 Anti-Lobbying and Debarment Act

The Contractor will be expected to comply with Federal statutes required in the Anti-
Lobbying Act and the Debarment Act.
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Attachment I: Bid Specifications

Introduction

The State of Louisiana Office of Technology Services (OTS) on behalf of the Louisiana
Department of Natural Resources (DNR) is seeking services from an established disaster
recovery provider for a mobile disaster recovery solution for its information technology
resources. DNR has it's headquarter offices located in Baton Rouge, LA, and the bulk of its
information technology infrastructure in the state-owned central Information Services Building.

This ITB is to provide a solution to DNR for continued operations at the time of a disaster. It is
important to note that DNR is ONLY interested in a self-sustained mobile unit solution. Bidders
are to pay attention to the detailed requirements and MUST only respond to what is stated in
this document. Additional features would not be considered during evaluation; however, shall
become part of the final contract.

Depending on the needs during any given disaster declaration, services actually required may
or may not be up to the maximum of what is requested in this ITB, which is given for the
purposes of a “Not to Exceed” bid price. The types of services needed may include, but not be
limited to drop-ship only.

This ITB solicits a subscription based solution that has a low monthly fee and a cost when a
disaster is declared.

DNR operates in a client-server environment, and uses a variety of Linux and Windows-based
servers to provide services to its internal users and to the public via the internet. Dell Optiplex
personal computers are used by its internal users.

The scope will provide background information and disaster recovery requirements for DNR. It
is the intention to award one contract to provide a mobile disaster recovery solution for DNR.

DNR shall have the ability to declare a disaster at any time and shall have the ability to
perform yearly testing at a time and location at their discretion.

The resulting contract may allow up to a 20% increase per year in the monthly subscription
cost if DNR has to increase the size of its infrastructure.

Background

The mission of the DNR is to preserve and enhance the nonrenewable natural resources of
the state, consisting of land, water, oil, gas, and other minerals, through conservation,
regulation, and management/exploitation, to ensure the state of Louisiana realizes appropriate
economic benefit from its asset base.

DNR exercises complex and various regulatory and permitting functions through the Offices of
Conservation and Coastal Restoration Management. The department serves as one of state
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government’s major revenue-generating agencies by way of oil and gas bonuses, rentals and
royalties.

DNR has invested a considerable amount of resources and time to develop its Information
Technology Disaster Recovery Plan (DRP) and the DNR Business Continuity Plan (BCP). The
plans have been developed and are maintained by DNR.

DNR employs a staff of about 550 workers, located in several Louisiana cities with primary
administration and operations in downtown Baton Rouge, Louisiana in the State Capitol Park’s
LaSalle Office Building.

Requirements

DNR has the following requirements for the disaster recovery solution. It is important that
bidders pay attention to the details outlined herein. Bidders will have a chance to ask written
guestions for further clarification.

Additional features included by a bidder shall NOT be considered for evaluation; however,
they shall become part of the final contract.

DNR requires that the successful bidder shall enter into a contract to provide the disaster
recovery solution within seventy-two (72) hours of declaration of a disaster by DNR'’s
designated staff. The entire mobile solution will be self-sustained. All power generation, fuel,
data and voice connections etc. are to be provided by the bidder.

The disaster recovery solution will include the following:

1. Workstations as per attached specifications (Attachment IIl) and a climate controlled
reasonable working environment for up to forty-eight (48) employees.

2. Servers and storage as specified in Attachment .

3. Contractor will have all hardware installed and in ready condition and will have the
technical assistance available to help DNR staff custom configure and startup the
disaster solution.

4. Contractor will provide a minimum of 2Mb satellite or land based internet connectivity.

5. Contractor will provide additional bandwidth if requested by DNR any time after
declaration of disaster in increments of 1Mb. This cost will be included in cost
evaluation.

6. Contractor will provide not less than 15 phone lines and phone stations. One of the
lines and phones shall be configured as a switch board station. VoIP solutions are
acceptable.

7. Contractor will provide additional phone lines and phone stations in increments of one
(1) to a maximum of forty-eight (48). This cost will be included in the cost evaluation.

8. Contractor will provide a yearly testing environment at their site or at DNR'’s site at
DNR’s discretion. A sufficient (no less than 3 days, 24/7) testing time shall be provided
for DNR staff to custom configure the solution and perform testing. All cost except DNR
staff's travel expenses shall be part of the solution cost. DNR shall NOT pay any
additional cost for the early testing.

9. All cost MUST be included in the monthly subscription and cost at the disaster
declaration. Only exception will be as provided in item 5 and item 7 above.
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10. Contractor will provide services for up to thirty (30) days from the day the solution is
deployed. All cost shall be included.
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ATTACHMENT I

Cost Evaluation Method:
Bidders shall bid for cost as follows:
The twelve month totals on the bid document are for award purposes.

1. Monthly subscription fee (A):

$ /mo. x 12 months Total: $
2. One time cost when disaster is declared:

Not to exceed cost at disaster declaration (B)*: $

Each additional MB bandwidth (C): $

Each additional phone line and phone set (D): $

OVERALL TOTAL: $

*B cost is all inclusive for all services, equipment, transportation, and expenses for
thirty (30) days after the provider handover to DNR.
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ATTACHMENT Il

Fiber Ethernet

Server Hardware RAM Nics Nics Storage Servername
2-Quad Core (min) 16GB 16Gb 10-Gb 146 GB (min) Commsrv?
4-Quad Core 128GB 16Gb 10-Gb 1TB (min) ESX1
4-Quad Core 128GB 16Gb 10-Gb 1TB (min) ESX2
4-Quad Core 128GB 16Gb 10-Gb 1TB (min) ESX3

2Commsrv will need to have an LTO 4 tape drive
Storage should be SAN with 40TB of space
Fiber cards will need to be added to the servers needing access to SAN storage (ESX1,

ESX2, ESX3)

User Workstations
Forty-eight (48) Intel Based 13 or better, 8GB of RAM and 120GB hard drive (min) PC’s

Internet Access — 20 Public IP Addresses

10Gb Layer 2/3 switch min 24 port, with VLAN capabilities (Servers)

10Gb Layer 2/3 switch min 48 port, with VLAN capabilities (Workstations)

1-Fiber switch (connections for 4 servers and SAN storage)

Subnet Mask of 255.255.255.0 with an address range of 10.5.x.x

Satellite 2 mbs bandwidth (minimum) with the option to increase at time of disaster
Power — (Generator if necessary)

Wi-fi (in the mobile unit) 802.11N, WPA2

ASA 5510 or better router for FW/VPN connectivity back to OTS/ONS

Access to Restroom

Additional Equipment:
One (1) — Network Printer per mobile Unit
One (1) — Fax per mobile Unit
One (1) — Copier

OR
Two (2) Multi-function network devices with fax and scan capabilities
Note: Each should come with at least one extra toner cartridge

Up to three (3) PC images will be supplied by DNR for workstations and can be updated
quarterly.

The subscription cost may increase up to 20% if DNR increases size or quantity of the
infrastructure.
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ATTACHMENT IV: INSURANCE REQUIREMENTS FOR CONTRACTORS

The Contractor shall purchase and maintain for the duration of the contract insurance against
claims for injuries to persons or damages to property which may arise from or in connection
with the performance of the work hereunder by the Contractor, its agents, representatives,
employees or subcontractors.

A. MINIMUM SCOPE AND LIMITS OF INSURANCE

1. Workers Compensation
Workers Compensation insurance shall be in compliance with the Workers Compensation law
of the State of the Contractor's headquarters. Employers Liability is included with a minimum
limit of $500,000 per accident/per disease/per employee. If work is to be performed over
water and involves maritime exposure, applicable LHWCA, Jones Act, or other maritime law
coverage shall be included and the Employers Liability limit increased to a minimum of
$1,000,000. A.M. Best's insurance company rating requirement may be waived for workers
compensation coverage only.

2. Commercial General Liability
Commercial General Liability insurance, including Personal and Advertising Injury Liability,
shall have a minimum limit per occurrence of $1,000,000 and a minimum general aggregate of
$2,000,000. The Insurance Services Office (ISO) Commercial General Liability occurrence
coverage form CG 00 01 (current form approved for use in Louisiana), or equivalent, is to be
used in the policy. Claims-made form is unacceptable.

3. Automobile Liability
Automobile Liability Insurance shall have a minimum combined single limit per occurrence of
$1,000,000. 1SO form number CA 00 01 (current form approved for use in Louisiana), or
equivalent, is to be used in the policy. This insurance shall include third-party bodily injury
and property damage liability for owned, hired and non-owned automobiles.

B. DEDUCTIBLES AND SELF-INSURED RETENTIONS

Any deductibles or self-insured retentions must be declared to and accepted by the Agency.
The Contractor shall be responsible for all deductibles and self-insured retentions.

C. OTHER INSURANCE PROVISIONS

The policies are to contain, or be endorsed to contain, the following provisions:
1. General Liability and Automobile Liability Coverages

a. The Agency, its officers, agents, employees and volunteers shall be named as an
additional insured as regards negligence by the contractor. ISO Form CG 20 10
(current form approved for use in Louisiana), or equivalent, is to be used when
applicable. The coverage shall contain no special limitations on the scope of
protection afforded to the Agency.
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b. The Contractor’s insurance shall be primary as respects the Agency, its officers,
agents, employees and volunteers. Any insurance or self-insurance maintained by
the Agency shall be excess and non-contributory of the Contractor’s insurance.

c. The Contractor's insurance shall apply separately to each insured against whom
claim is made or suit is brought, except with respect to the policy limits.

2. Workers Compensation and Employers Liability Coverage

The insurer shall agree to waive all rights of subrogation against the Agency, its officers,
agents, employees and volunteers for losses arising from work performed by the Contractor
for the Agency.

3. All Coverages

a. Coverage shall not be canceled, suspended, or voided by either party (the
Contractor or the insurer) or reduced in coverage or in limits except after 30
days written notice has been given to the Agency. Ten-day written notice of
cancellation is acceptable for non-payment of premium. Notifications shall
comply with the standard cancellation provisions in the Contractor’s policy.

b. Neither the acceptance of the completed work nor the payment thereof shall
release the Contractor from the obligations of the insurance requirements or
indemnification agreement.

c. The insurance companies issuing the policies shall have no recourse against the
Agency for payment of premiums or for assessments under any form of the
policies.

d. Any failure of the Contractor to comply with reporting provisions of the policy
shall not affect coverage provided to the Agency, its officers, agents, employees
and volunteers.

D. ACCEPTABILITY OF INSURERS

All required insurance shall be provided by a company or companies lawfully authorized to do
business in the jurisdiction in which the Project is located. Insurance shall be placed with
insurers with a A.M. Best's rating of A-:VI or higher. This rating requirement may be waived
for workers compensation coverage only.

If at any time an insurer issuing any such policy does not meet the minimum A.M. Best rating,
the Contractor shall obtain a policy with an insurer that meets the A.M. Best rating and shall
submit another Certificate of Insurance as required in the contract.

E. VERIFICATION OF COVERAGE

Contractor shall furnish the Agency with Certificates of insurance reflecting proof of required
coverage. The Certificates for each insurance policy are to be signed by a person authorized
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by that insurer to bind coverage on its behalf. The Certificates are to be received and
approved by the Agency before work commences and upon any contract renewal thereafter.

In addition to the Certificates, Contractor shall submit the declarations page and the
cancellation provision endorsement for each insurance policy. The Agency reserves the right
to request complete certified copies of all required insurance policies at any time.

Upon failure of the Contractor to furnish, deliver and maintain such insurance as above
provided, this contract, at the election of the Agency, may be suspended, discontinued or
terminated. Failure of the Contractor to purchase and/or maintain any required insurance
shall not relieve the Contractor from any liability or indemnification under the contract.

F. SUBCONTRACTORS

Contractor shall include all subcontractors as insureds under its policies OR shall be
responsible for verifying and maintaining the Certificates provided by each subcontractor.
Subcontractors shall be subject to all of the requirements stated herein. The Agency reserves
the right to request copies of subcontractor’'s Certificates at any time.

G. WORKERS COMPENSATION INDEMNITY

In the event Contractor is not required to provide or elects not to provide workers
compensation coverage, the parties hereby agree that Contractor, its owners, agents and
employees will have no cause of action against, and will not assert a claim against, the State
of Louisiana, its departments, agencies, agents and employees as an employer, whether
pursuant to the Louisiana Workers Compensation Act or otherwise, under any

circumstance. The parties also hereby agree that the State of Louisiana, its departments,
agencies, agents and employees shall in no circumstance be, or considered as, the employer
or statutory employer of Contractor, its owners, agents and employees. The parties further
agree that Contractor is a wholly independent contractor and is exclusively responsible for its
employees, owners, and agents. Contractor hereby agrees to protect, defend, indemnify and
hold the State of Louisiana, its departments, agencies, agents and employees harmless from
any such assertion or claim that may arise from the performance of this contract.

H. INDEMNIFICATION/HOLD HARMLESS AGREEMENT

Contractor agrees to protect, defend, indemnify, save, and hold harmless, the State of
Louisiana, all State Departments, Agencies, Boards and Commissions, its officers, agents,
servants, employees, and volunteers, from and against any and all claims, damages,
expenses, and liability arising out of injury or death to any person or the damage, loss or
destruction of any property which may occur, or in any way grow out of, any act or omission of
Contractor, its agents, servants, and employees, or any and all costs, expenses and/or
attorney fees incurred by Contractor as a result of any claims, demands, suits or causes of
action, except those claims, demands, suits, or causes of action arising out of the negligence
of the State of Louisiana, all State Departments, Agencies, Boards, Commissions, its officers,
agents, servants, employees and volunteers.

Contractor agrees to investigate, handle, respond to, provide defense for and defend any such
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claims, demands, suits, or causes of action at its sole expense and agrees to bear all other
costs and expenses related thereto, even if the claims, demands, suits, or causes of action
are groundless, false or fraudulent.
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